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Abstract

SA1l, beingone of the key activities within the FEDERICA project, aims to specify
and depl oy t he wh oklpkysidalinbastRidctutaAcfuging theeMt w 0 r
nodes and the necore network equipmenand to define the process for allocating
those physical resources into virtual slices. The monitoring architecture for this
network is also a responsibility of this seeviactivity.

The presentiocument describes the technical choices that were aratladdresses

the issues that led to therRinal remarks are given regarding the next steps to be
taken.
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1 Introduction

FEDERICA is a tweandahalf-year EC ¥ Framework project to implement a
versatile experimentaletwork infrastructure for trieng new networking technologies.
This infrastructure is intended to be agnostic as toyghe of protocols, services and
applications that may be tred, whilst allowing disruptive experiments to be
undertaken. The aim is to develop mechanisms that will allow such experiments to be
run onslicesof the FEDERICA physical infrastructure withoatlversely affecting
other slices.

SAl is responsible for the definition and deployment of the physical infrastructure
that wil | S u B peovices to & dedrdRdrdBad will make use of this
project for their experiments.

In a first phase, SAlcéivities aim not only toengineer and deploy the physical
topologythat will connect all of the project partners, but also to specify in deil
integrationof the PoPinfrastructurewithin the internal network of each partner.

1.1 Purpose and Scope

This deliverable provide the descri pti on of FEDERI CAOGs p
infrastructure implemented by the end of' Yyear of the project, including
management, architecture, and configuration details.

1.2 Document Overview

The main goals of SA1 arbé specifiation and deployment of the ropletenetwork

infrastructure that is able to fulfilthe FEDERICA project requirements. i$h
document focuses on tlearly developments accomplished on tiivee sukactivities

that areresponsible fodefining (1) the physicd fabric of the network(2) specifying

the ways tareat virtual slicesand(3) monitoring and manaigg those resources

The physical infrastructure of FEDERICA consists of network equipment,
virtualiation hardware, and virtualization software resour¢ée document describes

all of those elements, providing information on the structure of the project resources.
At the beginning the network topology and partners interconnectivity is described.
The paper then explains PoPs architecture, its equipmerdaodingare platforms for
virtualization. That also includes details of partner installation configuration, giving a
focused view on available resources and virtualization capabilities. As FEDERICA is
user oriented project, which is about to give a prodocttass service, this document
describes project efforts on monitoring capabilities in order to assure network and
virtualization quality. As the physical infrastructure is still under development, only
the main part of it, which is operational at the nemtnof writing this document, is
described here. The Summary chapter of this document includes information on



FEDERICA

WWW.FP7-FEDERICA.EU

DSA1.1: FEDERICA Infrastructure

further development and planned enhancements which will be implemented next in
the project lifetime.

This document is structured as follows:

Chapter 2 describes the network topology. chosen to address the objectives of the
Project.

In Chapter3, Core PoP infrastructure is presented and detailed.

Chapter 4 introduces the subject of monitgrof the network along with the issues
and restrictions inherent to the concept of slice management.

Final remarks and future work are address in Chapter 5.
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2 Network Topology

FEDERICAO setwork infrastructure is the base for providing project virtuabnat

services to researchers and end users. The design inttedvaterconnectivity of 12
sitesusingdedicatedLGbps channelshich are provisioned viaANTE6G s GEANT +
service During the design procesthe emphasis was placed dne reliability,

resiliency and load balancing of the netwdoksed orGEANT26 sfrastructure and
resources availability at particular partn
are divided in two partd core andnoncore FEDERICA infrastructure. The

FEDERICA physical tpology is depicted oRigure2.1 andFigure2.2
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Figure 2.1 7 FEDERICA Physical topology.
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Figure 2.2 1 FEDERICA physical topology on Europe map.

There are currently 12 FEDERICA PoR#yided intofour core andeight non-core
installations Core PoPs are located in:

e Czech Republic (CESNET) + monitoring site
e Germany (DFN),
e ltaly (GARR),
e Poland PSNQ + user access site.
Non-core PoPs are located in:
e Sweden (KTH) + management site
e Hungary (NIIF/THUNGARNET)
e Greece (GRNET, and ICCS)
e Switzerland (SWITCH)
e Spain (Red.es, and I2CAT)
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e Portugal (FCCN)
e lIreland (HEANet)

One Gigabit Ethernetchannels, provisiokby Geant+ entlb-end serviceconnect
core PoPsn a full meshed topology. The bandwidth is consumed from Geant+
service subscriptionfom each projecpartner as a project contibutiorEach core
PoP conssts of one Juniper MX48Qrouter and two computing servers Sun Fire
X2200 M2. As core infrastructure interconnectivity is required to be highly resilient
and efficient, only direct dedicated channels between core switches are allowed,
avoidinginline L2 equpmentfrom local parther NRENs. Thushe Geant+ service
connectionswhich terminate orthe portso f D A NAlc&d BICC 1678, need to

be linked directly to the Juniper switcheachPoP. The only exception is the PoP in
Germany, wheréhe GEANT PoP idocated in DFNfacilities, in Frankfurt, while the
FEDERICA PoP is located &tiedrich-Alexander University of ErlangeNuremberg
(FAU), in Erlangen For each physical linkbpthcore and noitore) toor from DFNa
dedicated lambda channel is providedwsstn above locations, in order to fulfil the
direct connectivity requiremenithe core infrastructure is currently in operational
status, as altircuitsand servers are delivered, configured, amthing.Table2.1 lists

all core connections and shows the GEANT+ circuit ID assigned to eaitterof
which are used. by DANTEG6s NOC

1°'PoP 2" PoP Geant+ circuit ID
1. PSNC CESNET prapoz_FEDERICA_CESNE-PSNC_08004
2. PSNC GARR mil-poz_FEDERICA GARRPSNC_08003
3. GARR DFN fra-mil_FEDERICA_DFNGARR_08006
4. DFN PSNC fra-poz_ FEDERICA_DFNPSNC_08009
5. | CESNET DFN fra-pra_ FEDERICA_CESNE-DFN_08005
6. | CESNET GARR mil-pra_FEDERICA_CESNETGARR_08002

Table 2.1 7 FEDERICA circuits between core PoPs.

Non-core PoPs do not have the strict requirement for direct channels connections,
thus other alternatives may be considered for interconnectivityMleANs). The
current topology maximizes the number of connections betweerarmers for
redundancy purposeand tries to distribute channels on the GEANTQotprint for

traffic balancing. Italso respects current resouraeailability in particular PoPs
(availability of optics, fibers, GE interfaces on network equipment, etc.)

Table2.2 shows the connections involving noare partners, with DANTE circuits
identifiers for Geant+ services

1°' PoP 2" PoP Technology Geant+ circuit ID
1 | HEAnet SWITCH Geant+ E2E circuit | dubgen_FEDERICA_HBNET-SWITCH_08029
2 | NIIF/HUNGARNET | SWITCH Geant+ E2E circuit | bud-gen_FEDERICA_NIIFSWITCH_08011
3 | Red.es/RedIRIS HEAnet Geant+ E2E circuit | dubmad_FEDERICA_HEANEIREDIRIS_08031
4 | Red.es/RedIRIS FCCN Geant+ E2E circuit | lis-mad_FEDERICA_FCCMREDIRIS_08032
5 | Red.es/RedIRIS GRNET + ICCS Geant+ E2E circuit | athrmad_FEDERICA_GRNE-REDIRIS_08013
6 | Red.es/RedIRIS GARR Geant+ E2E circuit | madmil_FEDERICA_GARRREDIRIS_08012
7 | Red.es/RedIRIS I2CAT 2x 1Gbps VLANs | N/A
8 | GRNET NIIFFHUNGARNET | Geant+ E2E circuit | athbud_FECERICA_GRNETFNIIF_08018
9 | GRNET CESNET Geant+ E2E circuit | athpra_FEDERICA_CESNE-GRNET_08010
10| SWITCH DFN Geant+ E2E circuit | fra-gen_FEDERICA_DFNSWITCH_08014
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KTH PSNC Geant+ E2E circuif coppoz_FEDERICA_NordunePSNC_08020
& Eth VLAN

KTH HEAnet Geant+ E2E circuit | cop-dub_FEDERICA_HEANETNORDUNET_08030
& Eth VLAN

Table 2.2 1 FEDERICA circuits between non-core PoPs.

The FEDERICA topology, in reference to the GEANT2 (within Geant+ service)

network infrastruture, is depicted ofrigure 2.3. The circuitodés routes
change,at the time whermore technological options will appear. Currently the

Frankfurt GEANT2 PoP is a critical one, as it terminaepasses seven connections

at this moment, and there are no alternative routes to avoid it in case of failure. There

is also high utilization of GEANT2 PoPs in Bratislava, Milan, and Geneva. As
GEANT?2 topology will evolve, it will be possible to avoidme critical network

points in the future. T he f{Praguslink, insteadp i s t
of passing through Frankfurtds GEANT2 PoP.
operating on the year of 2009he link from Prague to Milan isbout to be

reconfigured to avoid Frankfurt and Geneve GEANTZ2 PoPs, and pass through
Bratislava and Vienna. Finally the link between Dublin and Madrit will avoid Geneva,
Aguilana, and Barcelona, through direct link from Paris to Mardit. The exact dates fo

this changes is not defined yet, however it is expected to have the network updated in

the first half of the year 2009.

o
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Figure 2.3 7 FEDERICA topology over GEANT2 network.
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KTH is connected tSNCandHEAnet PoPs with mixed connectivity types, as it has
limited direct access to GEANT2 infrastructure. Two dedicated VLAMEch pass
SUNET0 mfrastructureconnectKk TH t o N ORD U N ENORBUNEEMew o r k
provides two Geant+ erm-end circuits to PSNC amd HEAnet partners for
FEDERICA purposes.

Red.es/RedIRIS in Madrid, representsan important FEDERICA PqPas it
concentratesix connections to other sites.

e GARR

e HEAnet

e GRNET

e FCCN

e 12CAT (with two links).

As an NREN RedIRIShas direct access to GEANT2twerk infrastructure and all
four connections to other countries are implemented viateerdd Geant+ service
channels geeTable2.2). The second FEDERICA PoR Bpain, there is also another
FEDERICA PoPlocated in Barcelona, whicbonnectsto the overall infrastructure
through two VLANswith 1Gbps capacityprovisioned vidRed.es/RedIRIS network.

There are two nowsore FEDERICA PoPs in Greece, associated with GRNET and
ICSS. Both locations will be equed with dedicated FEDERICA switches with
external connectivity via Geant2 Alcatel MCC, which is located at GRNET PoP.
ICCS PoP external connectivity is provided by Athens MAN infrastruc&iree the
infrastructure in Greece is not operational at thisnaot, the configuration details for

it will be provided in the update of this document later in time.

FEDERICA noncore PoPs will be equipped widn Ethernet networkeries switch

in order to connect computing servers to FEDERICA network infrastructine.
selection of the switch was preceded with definition of particular PoPs requirements
in the context of connection types, technologies and supported standards. The final list
of requirements is enclosedAppendix |

The cost of the switch was also limited up to 4.500 Euro, including shipment,
warranty and service, in order to fit into FEDERICA budget recommendations.

Finally Juniper EX series switch was selected for deployment, as it met all
requirements andlso provides full compatibility with MX series switches installed in
core PoPs. The procurement procedures forauoa switched was initialized at the

end of the year 2008, and it is expected to have the boxes installed by the end of first
quarter of tle year 2009. Since that moment the building process of physical
infrastructure of FEDERICA will be completed.

11
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3 PoPs Infrastructure

Three types of PoRsave beewmlefined forthe FEDERICA project:
e Core PoP
e Non-core PoP
e Collaborating PoP

The mainFEDERICA infrastructure is builbf Core and Nosftore PoPs, which are
static components of available resources.

Collaborating PoPs defines infrastructures that can by attached to FEDERICA as
resources, however they are remain in administration scope of externaratigas.

Thus they are not static part of the infrastructure. Those kind of collaboration is
envisaged during project lifetime, however a procedures and requirements for such
merge are not yet defined.

Core PoPsare expected to provideigh throughput irgrconnectionsand limited
interference of backgroundr Internet traffic. The connections between Core PoPs
consist ofdedicated optical channelsrovisioned byGeant+ endo-end servicethat
directly connectJuniper MX seriesouters in PoRsThe connettons between Core
PoPs creates a full mesihtopology spanninglocations in Germany (DFN), Poland
(PIONIER), Czech Republic (CESNET), and Italy (GARR), as depictdeigure3.1

o
s

Figure3.117 FEDERICA Core PoRs

The Core PoPs provide BGP peering between global Internet and FEDERICA
infrastructure according to security policies defined byocal partnersand the
FEDERICAproject The structure of Core PoP is depictedragure3.2. The Geant+
Ethernet service, coming from each neighbour core PoPs, is terminateslAdoatel

1678 MCC switchThe connection ishenforwarded to Juiper MX480 router. The
virtualization infrastructure consists of at leago virtualization nodes with VMWare
ESXi installed. In PIONIER and CESNEistallations,there are additional servers
running rvices dedicated to maintainingaccessg the infrastructure. ICESNET,

there is a monitoring server responsible for collecting network and utilization
statistics from switches and servers. PIONIER provides user access service with
dedicated web based interfdoe end usersJuniper MX 48Qouteris al connected

to local NREN infrastructure to provide BGP peering between FEDERICA
infrastructure and global Interngtroviding access to external resoutchewever
reaching public Internet network from internal FEDERICA slice will be limited due to
securty and policy reasons.

12
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Additionally, core PoPsaim to concentrate nenore PoPswhich may notalwaysbe
connectedoy GEANT2 network serviceand can be provisionaasing local NREN
infrastructure resources.

& N

\ Virtualization Nodes
' Additional

NREN Infrastructure

Services
Node
(optional)

BGP Paerin, '
Connections to non-core FEDERICA PoPs 6

& B

Neighbour NDEN\

(out of GEANT+ service
- FEDERICA
& \"\ Switch
/ Juniper MX
@i}) End-to-end GEANT+ connections 480
to other FEDERICA PoPs
GEANT2
PoP Switch FEDERICA Infrastructure
Alcatel MCC

1678

Figure 3.2 7 FEDERICA core PoP structure.

Non-core FEDERICA PoPs haviewer constraintgsegardingconnectivity type and
technology, and their interconnectividoesnot create a full mesh topology. The
structure of norcore FEDERICA Po®is depictedn Figure3.3.

13
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Figure 3.3 1 FEDERICA non-core PoP structure.

There are three optional connectitypesreachingneighbour FEDERICAnoncore
PoRs. The firstwo make use of th&eant+ service:

1. Direct optical linkbetweenGEANT26 #lcatel MCC to FEDERICA Juniper EX
series switch, aer in the core PoPsbd case

2. Connection from Alcatel MCCpasseslocal NREN network infrastructure
(possibly transforming inteooperbasedink) and thenconnectso FEDERICA
Juniper EX series switch

In the third option,connectiondoes not rely on th&eant+ serviceand peering
NRENs useheir physical infrastructures fmovidethe connectivity (e.g. connection
between Red.es/RedIRkand I2CAT).

Non-core PoPs are equipped wahsinglevirtualization server, with further options
for upgrade as project will progress. All virtualization servers are using the same
VMWare ESXi version.

Additional Services Node is optional grad thismoment,, two partners are supplied
with them:

e KTH, for performing the management and maintenance actiartgesalso
software/tools validation,

e [2CAT for software validation and testing.

14
















































































































































































































































