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Abstract

This document provides the principles behind the MANTICORE project, whose main goal is to create an
innovative service for the Network Operations Centre and end users that allows them to customize the
configuration of their own dedicated IP physical and/or logical network through the use of a Web Services
based Resource Management System. The motivation and the concept of this logical IP Network Service
will be detailed and the software architecture of the first MANTICORE implementation will be explained
(this implementation is based on the laaS Framework, Infrastructure as a Service Framework). The
conceptualization of the IP routing (internal and external) is important when providing logical IP
networks; thus, the basic ideas will be explained in this paper. Future implementations will be able to
extend the concept to layer O, 1, 2 (by integrating MANTICORE with the Argia and Ether products) and/or
layers above layer 3. Some of the MANTICORE future work, like the interoperability with the IPsphere
Framework, will be carried out as part of the activities of the FEDERICA FP7 European Project.

Keywords
Logical IP networks, Infrastructure as a Service, laaS Framework, UCLP, WebService, RPSL

Introduction

This project is intended to provide a Web Services based Resource Management System with offers a
logical IP network. This system needs to control (logical) routers (initially based on Juniper architecture)
devices. Beside a ready-made (logical) IP network, users will also be able to integrate logical routers into
their own configurations and profit from the logical resources. To achieve this objective, the current version
of laaS Framework (Infrastructure as a Service Framework, based on UCLP) will be enhanced to support
the logical routing feature and the XML API, starting from the Juniper system. In the future this IP (layer 3)
Web Service will be integrate with existing or new Web Services for layer 0, 1 and 2 and if needed layers
above 3.

The partners in this project (HEAnet, i2CAT, Juniper, NORDUnet and RedIRIS), will use their
environment as part of defining the service and show cases.

The paper is divided in two parts. The first part presents and describes the definition of the user
requirements of the logical IP network and an approach related to the most important part of an IP service:



the internal and external IP routing. The second part will look at the implementation aspects of this Web
Service (WS).

The logical IP network

The use cases

The main motivation for looking into the possibility and feasibility of providing a virtualized IP service is
the interest of network providers. Examples of network providers are the partners in this project,
comprising National Research and Educational networks (NREN, such as HEAnet and RedIRIS),
International networks (such as NORDUnet) and industry (such as i2CAT and Juniper).

The two main use cases for a logical IP network service are:

a) Provisioning (logical) IP network(s) for the service provider itself.
Here streamlining and standardizing the way IP networks are made is the main driving force. As
soon as standardization is in place, it becomes easier for a network provider to provide logical IP
networks to clients.

b) Provisioning of [P related resources towards users or other service providers
Users (be they humans or machines) might want to build their own IP network, and thus a service
provider must be able to provide (logical) IP resources to individual users. This service might not
be directly needed now, but it is foresee-able that it will be.

In general, similar use cases are pursued by lower layer services (like point to point, Bandwidth on Demand
or light paths). The issues with these lower layer services are that they only cover part of the users needs
(one to one connectivity) and special attention is needed to guarantee the routing integrity. Most users
want, besides fast/predictable one-to-one connections, also many-to-many (IP) connectivity. By integrating
lower layers in the concepts of the logical IP network we can achieve the best of both worlds.

To be able to support this environment, several items must be supported:

e (Logical) Router WS, a logical or physical device that has physical/logical ports and the ability to
route traffic according to certain rules,

e Routing services, so that traffic in a router or network can be routed between internal entities (like
other Router WS) or external entities (like users or external networks),

o Lower layer WS, which can provide connectivity at layer 0, 1 and 2 between (user/router) ports.
For instance, optical patch panels (O0Q), light paths, Ethernet or L2 MPLS VLL WS, etc.

e An IP network WS, which integrates/combines the above services.

Therefore, the idea is to combine the layer 0, 1, 2 and 3 and thus make a fully fledged IP service.

The routing services

One of the problems that have come into focus as a result of the wider availability of point to point links is
that of ensuring routing integrity. As discussed at TNC2006 [1], the routing policies of NRENs and their
clients have been built to match the effective hierarchy of connectivity that has existed until now. While we
now have the facility to connect individual hosts, offices and campuses together, we may be unable to
exchange traffic on layer 3 except in a very limited fashion without significant and intensive routing
changes throughout that hierarchy. However, if one could provide a logical IP network with its own
consistent routing policy, then users may be able to take advantage of this network for their own
applications without adversely impacting the existing network on which they operate.

Every IP network is different, and providing a generic framework for the specification of any IP network is
no small task. In order to provide a useful service, the logical networks that may be defined must be very
flexible, with few or no restrictions on network topology, devices that may be connected, or routing
protocols that may be supported.



However, when we are creating an entire logical network from whole cloth, there are some characteristics
that we can rely upon, and then use to our advantage.

We treat a single logical network as a single entity for the purposes of routing, and draw a distinction
between internal routing and external routing. In accordance with best practice, we use internal routing only
to exchange information on the routers that make up the logical network. Because the information to be
exchanged is minimized, the resulting routing table is small, and because we do not interact with “outside"
devices, we have fewer concerns with the security and integrity of our internal routing. This lends itself
very well to the use of well known IGPs such as OSPF and ISIS (and, since the protocol chosen only needs
to run inside the logical network, we are free of many of the restrictions on that choice of protocol, and can
choose it based on device support or any other particular characteristics the user might have in mind.)

Every other route, then, we see as external - not only other networks, but even those belonging to end hosts
that must be distributed within the network and (in aggregate form) beyond. This is, perhaps,
counterintuitive; it's reasonable to see end-hosts connected to a router as "within the network". Our
contention is that, if a route is not necessary in order to connect the routers together, then it can be left
outside the IGP. Since a number of router manufacturers now implement “indirect next-hop™ for BGP, it is
possible for BGP to converge just as soon as the underlying IGP converges. In any event, we must assume
that BGP will converge no quicker than the IGP that glues it together.

This does require that all logical routers in the network be capable of speaking BGP, and one might fear
that maintaining a large routing table on all routers might be unwieldy. It is true that if the user has a
complex external routing policy which requires maintaining a full internet routing table, then all routers
must maintain such a table, but best practice requires that all routers maintain a consistent routing table in
any case, or else we risk encountering routing loops in some difficult to predict failure modes. If the user's
routing policy is simpler - for example, a single upstream, or strict primary/backup upstreams - we plan,
then, to keep the IGP no larger than the routers that speak BGP; to run BGP on all the routers in the logical
network, even if there is a single external gateway; and to distribute end user subnets through BGP within
our logical network. We believe this corresponds with best practice in operational networks today. Further,
we can take advantage of such architecture in two ways.

Firstly, the configuration of the IGP is made very simple - in some cases, trivially simple. The user may
still wish to specify parameters such as link metrics (either directly, or indirectly through, e.g., bandwidth
and latency restrictions) but the interfaces on which the IGP must run are restricted to the loopbacks of
each logical router, and the links which connect the logical routers to each other. This information can be
deduced directly from the logical network layout specified by the user.

Secondly, if we are disciplined in using an BGP to distribute information on external (including end-user)
routes, then we can take advantage of an already existing language for specifying routing information -
RPSL.

RPSL is specified in the RFC 2622 [2] and extended in the RFC 4012 [3]. Its best known application in the
European community is in the RIPE WHOIS database, where it is used to record the external routing
policies of networks in the RIPE region. It is frequently used in production networks to automatically build
route filters, and code has been published to generate router configurations from RPSL objects for various
operating systems.

However, RPSLng is a much richer language than its most common uses might suggest, and can specify
routing policy down to the level of detail of individual interfaces, including interactions with various IGPs
and other protocols. It's even possible to specify some information on I1SIS and OSPF with RPSLng.

This, together, makes the final service to the end user. Instead of requiring them (with extensive, specialist
routing knowledge) to provision routers, links between routers, bring up various routing protocols,
compose an appropriate routing policy, implement it, and document it with RPSL - we require only the
layout of the network and their preferred routing policy. We then create the logical network in accordance
with that specification, instead of requiring the layout and policy to be specified after the fact. In this way,



we can provide a full logical network service to the user without requiring them to be unnecessarily
familiar with the minutiae of logical links, routers and internal routing - and we can provide a working
network, interfacing with other external networks, that is not subject to the routing integrity problems
associated with connecting existing disparate networks over a point to point link.

First implementation of MANTICORE

The laaS Framework

Virtualization is a current hot topic; a lot of research in virtualization related projects is being performed.
However, the word virtualization may have different meanings to different people, so it is important to
define what virtualization means in the context of the laaS Framework and MANTICORE. We define
virtualization as a technique which represents a physical device or substrate as a software entity (for
instance an object, a web service or a web service resource). This technique has been widely applied to
PCs; tools like VMWare, Xen or others provide several virtual machines on the same hardware. PC
Virtualization, which was originally used locally as a means to reduce data centres cost by maximizing the
server usage, has been extended by companies like Amazon or BlueLock that are among the firsts to offer
a new type of services called Infrastructure as a Service (or laaS), by renting hardware using proprietary
solutions. laasS is the equivalent of Software as a Service (SaaS) for hardware devices, where users do not
buy hardware but instead pay for the use of it to a third party (which is the real hardware owner). During
the duration of the service, the user owns and controls the infrastructure as if he was the owner; this
business model is targeted towards long term resource usage compared to on-demand services.
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Figure 1. Architecture of the 1aaS Framework and the framework based products and research projects

The laaS Framework [4] is a generalized approach to the outcome of years of research under the UCLP [5]
research programs funded by CANARIE. Beginning in 2001, two UCLP research projects were put in place
to provide a virtualization solution for optical networks: UCLP initial goal was to provide end to end paths
across domains; UCLPv2 goals were to create reusable and configurable network blocks. UCLPv2



concepts have evolved into many different Physical to Virtual (P2V) products and research projects that are
built on the laaS Framework: Argia [6] is the product for optical networks (TDM, WDM and Fiber
technology), Ether will be the product for Ethernet and MPLS networks, MANTICORE is the research
project for logical IP networks and, finally, the GRIM project performs research on applying virtualization
to instruments and sensors.

The laaS Framework is a set of resources, libraries and tools licensed under the Apache Software License
version 2 that enable developers to quickly create new virtualization solutions based on the Framework
programming model. The functionalities provided by these tools allow a developer to choose which web
service stack will be used to expose the physical infrastructure as a service (supported SOAP engines
include Axis2, CXF and Spring-WS), and provide a series of modules to plug-in capabilities like security,
reservation management and data persistence to the infrastructure service. The Framework also provides
libraries to speed up the development of drivers to communicate with the physical devices, like protocol
parsers (TL1, NetConf), transport handlers (TCP, SSL, SSH) and a driver architecture called the laaS
Engine.

Figure 1 shows an overview of the architecture of the laaS Framework and the framework based products
and research projects. Device Controller Services are a group of services that act both as physical device
controllers, i.e. they communicate with the physical device using the required protocol, and as
virtualization factories, that is, they provide the “virtualize” operation that causes a new resource
representing a part of the physical device to be created (for instance a group of TDM channels of a port in a
SONET switch or an Ethernet interface of a router). The resources created as a result of the “virtualize”
operation belong to the Device Virtualization Services group. These services represent a part of a physical
device: Ethernet Port Resources represent Ethernet interfaces, TDM Timeslot Resources represent groups
of channels in TDM interfaces, WDM Resources represent wavelengths in WDM interfaces and so on.
These resources are the ones being exchanged by organizations to provide the infrastructure as a service.
For instance, if organization A owns a SONET switch with 8 TDM interfaces and 16 Ethernet ports, the
administrator of organization A could virtualize 4 TDM interfaces and 8 Ethernet ports and give them to
organization B, so that organization B could control these ports as if it was the real owner. Furthermore,
organization A could virtualize the other 4 TDM interfaces and 8 Ethernet ports and give them to
organization C, so that both organization B and C would control parts of the same optical switch as if they
were the real owners. Network Virtualization Services are the services that provide an end-user over the
virtual infrastructure (or infrastructure as a service). Examples of network virtualization services are
Argia’s optical connection service, which allows a user to perform point to point connections over TDM,
WDM or Fibre Resources; or MANTICORE’s IP Network Service, that will be explained later in this
paper.

Resource Lists Services provide the means of exchanging resources between organizations. When
organization A wants to give permission to organization B to access some of organization’s A resources,
organization A creates a resource list populated with device virtualization resources that represent all the
physical infrastructure that organization A can access, and sends the resource list to organization B. When
organization B receives the resource list, it can assign the device virtualization resources it has received to
one or more of the network virtualization services organization B has deployed (for instance, organization
B could say: these 4 ethernet ports can be used by the IP Network service and these 8 TDM ports can be
used by the Optical Connection Service). This resource exchange process is recursive, as shown in Figure
2, meaning that organization B could create another resource list and give access to some of the resources
that organization B temporarily owns to another organization. A future improvement is to allow an
organization to export or publish a resource list to a well-known resource broker site, such as
http://www.vinfrastructures.com, so that interested organizations can browse these sites and get the
infrastructure resources they need.

Organizations and its users are managed by the User Workspace Service. Each user in an organization has
its user account and its associated credentials that will be used to interact with any of the services. Users
can have three different user roles:



e Physical Infrastructure Administrator. Owner of a physical infrastructure. This type of user can
virtualize the physical resources he owns and assign permissions for other users to control them
(by creating and exporting resource lists).

o Virtual Infrastructure Administrator. This type of user gets resources from one or more Physical
Infrastructure Administrators or other Virtual Infrastructure Administrators. He can also assign the
resources he can control to different network virtualization services.

e End User. This type of user is the typical “dumb” end user that just wants to use a service (like an
end-to-end connection service or an IP Network service).
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Figure 2. The resource trading model enabled by the laaS Framework

MANTICORE Software Architecture

As explained in the previous section, MANTICORE’s software architecture, depicted in Figure 3, is based
on the laaS Framework software. MANTICORE particular software modules are the Router WS (a device
controller service) and the IP Network WS (a Network Virtualization service).

The Router WS is a WSRF [7] based web service that can interact with one or more routing physical
devices. The routing device state (inventory, including physical and logical interfaces, logical routers,
alarms and configuration) is exposed as a WS Resource, so that clients of the Router WS can access the
state of the physical routing device by querying the resource properties. The Router WS interface provides
a series of high level operations that encapsulate the routing device functionality. For instance, using the
“invoke” operation and passing the appropriated operation identifier and parameters, a Router WS client
could configure the network mask of an interface, create/delete logical interfaces, insert/remove static
routes, configure dynamic routing protocols such as RIP, OSPF and BGP, and so on. It is interesting to note
that the parameters the operations have to work with cannot be for any particular routing device, but they
ideally must work for all the router devices. As an example, the operation to configure OSPF in a router
interface must be able to work with the parameters that a Juniper router would need as well as with the
parameters that a Cisco router would need.

The Router WS translates the abstract operations of its interface to messages that each particular routing
device can understand. This job is achieved by means of the 1aaS Engine. This engine acts like a driver that
translates the operations and information of the abstract router model used by the Router WS to the
protocol and parameters that the physical device can understand. The first MANTICORE implementation



provides a driver for Juniper routers only, which are configured trough the NetConf API [8]. NetConf is a
device independent XML protocol designed to allow software agents to send configuration messages to
physical devices (such as switches or routers) in a more structured way than through the use of Command
Line Interface (CLI) languages, which are designed for the interaction between a human user and a physical
device.
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Figure 3. MANTICORE Software Architecture

Physical Infrastructure Administrators call the Router WS *“virtualize” operation to create Ethernet
Resource WS that represent Ethernet physical or logical interfaces of the router. These Ethernet Resource
WS can be later added to Resource Lists and exported to other organizations so that their users can control
the physical infrastructure.

The IP Network WS is also a WSRF web service that manages one or more IP Network Resources. Each IP
Network has pointers to a set of Ethernet Resource Services, which represent the ports of the physical or
logical routers that this IP Network can control. The IP Network interface provides the following
capabilities to its clients:

e General configuration of the router interfaces. The user can configure the IP address, the NETMASK,
the status (up or down) and other general parameters of the interface (represented by the Ethernet
Resource Web Services).

e Add/Delete static route. The user applies a static entry to the routing table. This static entry can be for
one or more source interfaces.

e Configure an IGP on a interface or the whole network. The user of an IP Network can apply a dynamic
routing protocol (initially OSPF and RIP) to every interface inside it, and modify the IGP parameters.

e Configure an EGP on an interface or the whole network. The user can decide which other IP Networks
he wants to peer with, and choose what routes are advertised to external networks. Simple BGP
configurations will be generated (iBGP will also be configured between BGP nodes of the same AS).



A simple yet expressive and extensible data structure or language has to be found to be able to model the
configuration data to be sent to the IP Network WS. This data is mainly IGP configurations or routing
policy specifications, and it must remain device independent. As explained in the “Routing Services”
section, the RPSL language has been analyzed to see if it is suitable for modelling routing policies as well
as IGP configurations in a vendor independent fashion. Our investigation has concluded that it is feasible to
extend RPSL to represent at least simple IGP configurations; therefore it is suitable to be the modelling
language used by the IP Network WS. However, an RPSL java module has not been implemented yet and
integrated within the IP Network WS; so far a proprietary ad-hoc simple language is used in the current
prototype.

The IP Network WS lifecycle is the following. Once it is created, the IP Network WS is populated with
pointers to a set of Ethernet Resource WS, which represent the interfaces it can access. IP Network WS
clients invoke its operations, sending the configuration data in an abstract language with the request, and
the IP Network WS validates the request, infers what resources have to be configured, checks that it can
access these resources, and creates the required requests to the Router WSs affected by the client
configuration. If the operations are successful the IP Network WS updates the Ethernet Resource WS
resource properties. If the user wants to destroy the IP Network, a destroy call is issued to the IP Network
WS, and the resource representing the particular IP Network is removed from the system.

Future Work

MANTICORE first implementation has achieved its goal: to serve as a proof of concept to demonstrate the
new capabilities enabled by the IP Network Service, but more work is needed to achieve the next step:
improving the software so that it is sufficiently robust to be deployed in a production environment and it
can be integrated with the other tools that the network provider may use to deliver other services, such as
point to point circuits. To achieve this goal two activities must be completed: one is to improve
MANTICORE’s implementation, especially the error handling modules, the support for more devices and
the software overall performance; the second one is to design and implement an integration plan with Argia
(the 1aaS Framework based product that provides a P2V solution for optical networks) and with Ether (the
laaS Framework solution for delivering P2V to Ethernet and MPLS networks) once it is implemented. By
using MANTICORE, Ether and Argia in conjunction, the service provider could offer its entire network
infrastructure from the optical layer up to the IP layers as laaS.

Another topic of interest is to improve the functionality of the IP Network WS. Autonomous Systems
exchange agreements with their neighbours in order to determine how the AS routes traffic that enters or
exits its infrastructure. Uncoordinated routing policy decisions between AS’s can adversely impact Internet
connectivity. In the absence of policy coordination, it is possible for different AS’s to establish conflicting
routing polices. In this field, RPSL is a Routing Policy Specification Languages. It allows a network
operator to be able to specify routing policies at various levels in the Internet hierarchy; for example at the
Autonomous System (AS) level. At the same time, policies can be specified with sufficient detail in RPSL
so that low level router configurations can be generated from them. DML (Domain Modelling Language) is
a simple language, yet very powerful in terms of expressiveness. SSFNet uses DML to describe the
network models. DML is not thought to define routing policies. However, by means of the definition of all
the network elements, it is capable of defining the policies. The problem is its complexity that implies the
definition of all the elements in a complex network.

RPSL is a well suited language for the definition of routing policies between ASs. The routing policy
specified for intra-domain routing is not as necessary as Inter-domain routing, however the RPSL capacity
in the intra-routing policy definition will continue to be explored. Therefore, some extensions are required
for intra-autonomous systems routing policies definition. Because RPSL can be extended, new routing
protocols and new features can be added. For example, when some non-shortest path routes are preferred, a
deeper RPSL analyses is needed.



On the other hand, routing in logical instances of a physical router means that physical interfaces are
shared. Therefore, the bandwidth of each link is shared among several logical routers. According to this, a
fair criteria is needed in order to allocate bandwidth; doubly so, when the bottleneck is elsewhere in the
network.

Activities under the FEDERICA FP7 Project

FEDERICA [9] is a European project of the 7th Framework Program in the area of “Capacities and
Research Infrastructures”. The FEDERICA project will create a European wide “technology agnostic”
infrastructure made of Gigabit circuits, transmission equipment and computing nodes capable of
virtualization to host experimental activities on new Internet architectures and protocols.

MANTICORE will continue part of its activities inside the FEDERICA project. The work to be carried out
inside FEDERICA includes adding support for more routing devices, including physical routers from other
vendors as well as software routers, and developing new software modules to be able to interoperate with
the IPsphere Framework [10], [11]. The IPsphere Forum —a non-profit association of vendors, network
operators and content providers- has developed the IPsphere Framework specification, an open multi-
stakeholder web-services framework for the rapid creation and automated deployment of IP based services.
This framework allows service providers (network operators, content providers) to publish the services they
offer into some well known registries. A special type of user called Administrative Owner (similar to the
laaS Framework APN Administrator), can compose multiple of the services offered by the service
providers into an end to end solution, and offer it to the end user. The interoperability implementation must
allow Administrative Owners of IPsphere to compose resources coming from MANTICORE (e.g. Logical
routers or IP Networks) into an IPsphere Service.
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Abbreviations

API Application Programming Interface

BGP  Border Gateway Protocol

EGP  External Gateway Protocol (e.g., BGP)
FEDERICA Federated E-infrastructure Dedicated to European Researchers Innovating in Computing
network Architectures

laaS Infrastructure as a Service

iBGP  Internal BGP

IGP Internal Gateway Protocol (e.g. ISIS, OSPF)

ISIS Intermediate System to Intermediate System

IP IPv4 or IPv6 protocol

MPLS Multi Protocol Label Switching

MANTICORE Making APN Network Topologies on Internet CORES
NREN national Research and Education Network

OO0  Optical Optical Optical switches

OSPF  Open Shortest Path First

RIP Routing Information Protocol

RIPE  Réseaux IP Européens

RPSL  Routing Policy Specification Language [RFC2622]
P2V  Physical to Virtual

RPSL  Routing Policy Specification Language [RFC2622]
UCLP User Controlled LightPaths

VLL  Virtual Leased Line

WS WebService

WSRF Web Services Resource Framework

XML  Extensible Markup Language
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